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Preface

The aim of this protocol is to define how personal and sensitive data will be
provided to the Compass online systems, and the methods used for the
secure and legal management, accessing and processing of that data.

In writing this document, due attention has been paid to the views of all the
partners where possible, and all the guidance has been written taking into
account relevant legislation where applicable.

Disclosure of information is also subject to the Freedom of Information Act
2000.

This document forms the basis on which all registered Compass System
users access and share data, and it also sets out the registered Compass

System users responsibilities with regard to data sharing.

11

1.2

1.3

1.4

15

Introduction

This document is the Compass System user Information Sharing
Protocol (for the purpose of this protocol, the terms data and
information are synonymous). The aim of this document is to facilitate
sharing of all personal, sensitive and non-personal data between the
public, private and voluntary sectors so that members of the public
receive the services they need.

Organisations involved in providing services to the public have a legal
responsibility to ensure that their use of personal data is lawful,
properly controlled and that an individual’s rights are respected. This
balance between the need to share personal data to provide a quality
service and the protection of confidentiality is often a difficult one to
achieve.

The legal situation regarding the protection and use of personal data
can be unclear. This situation may lead to information not being readily
available to those who have a genuine need to know in order for them
to do their job properly.

There are fewer constraints on the sharing of non-personal data, which
is data that either does not identify a living individual or when combined
with other information that is in or may come into the organisation’s
possession will not identify a living individual.

Each signatory organisation to the Compass System user Information
Sharing Protocol should ensure that all of their staff who are affected
by it are aware of its contents and obligations, also they must be aware
of the Compass System users Information Sharing Agreement which
all Compass System users must also be signatories.
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2.1

2.2

2.3

2.4
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3.1

Each partner should also ensure that revisions to the Compass System
users Information Sharing Protocol and the Compass System users
Information Sharing Agreement are signed in good time, which must be
before any further information sharing takes place.

Scope

This overarching protocol sets out the principles for information
sharing between Compass System User Organisations.

This protocol sets out the rules that all people working for or with the
Compass System user organisations must follow when using and
sharing information.

This protocol applies to all information shared by the Compass System
user organisations. Sharing is not restricted solely to information
classified as Personal Data by the Data Protection Act 1998. This
includes the following information:

a) All information processed by the organisations including
electronically (e.g. computer systems, CCTV, Audio etc), or in
manual records;

b) Anonymised, including aggregated data. The considerations,
though less stringent, must take into account factors such as
commercial or business, sensitive data, and the effect of many
data sets being applied.

This Protocol will be further extended to include other voluntary
organisations, public sector and private organisations working in
Partnership to deliver services.

The specific purpose for use and sharing information will be defined in
the Information Sharing Agreements that will be specific to the
Compass System user organisations sharing information.

Aims and Objectives

The aim of this protocol is to provide a framework for the Compass
System user organisations and to establish and regulate working
practices between Compass System user organisations. The protocol
also provides guidance to ensure the secure transfer of information,
and that information shared is for justifiable legal purposes (see 6.3
and 11.5).
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3.2 These aims include:

g.
h.

To guide Compass System user organisations on how to share
personal information lawfully.

To explain the security and confidentiality laws and principles of
information sharing.

To increase awareness and understanding of the key issues.

To emphasise the need to develop and use Information Sharing
Agreements.

To support a process that will monitor and review all information
flows.

To encourage flows of information.

To protect the Compass System user organisations from
accusations of wrongful use of personal data.

To identify the legal basis for information sharing.

3.3 By becoming a signatory to this Protocol, Compass System user
organisations are making a commitment to:

a.

b.

C.

Apply the Information Commissioner’s Code of Practice’s ‘Fair
Processing’ and ‘Best Practices’ Standards;

Adhere to or demonstrate a commitment to achieving the
appropriate compliance with the Data Protection Act 1998;
Develop local Information Sharing Agreements (ISA) that
specifies transaction details.

3.4 Compass System user organisations are expected to promote staff
awareness of the major requirements of Information Sharing. This will
be supported by the production of appropriate guidelines where
required that will be made available to all staff via the Compass online
systems and/or via other communication media.

4.  The Legal Framework

4.1  The principal legislation concerning the protection and use of personal
information is listed below and further explained in:

Human Rights Act 1998 (article 8)
The Freedom of Information Act 2000
Data Protection Act 1998

The Common Law Duty of Confidence
Computer Misuse Act

Civil Contingencies Act 2004

4.2  Other legislation may be relevant when sharing specific information.
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4.3

5.1

5.2
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5.2.2

5.2.3

5.24

5.3

5.3.1

5.3.2

As part of each Information Sharing Agreement, Compass System user
organisations should identify how they will meet its legal obligations
and the legal basis (legislation and appropriate section(s)) under which
information may be shared.

Information covered by this Protocol

All Information, including personal data and sensitive personal data as
defined in the Data Protection Act 1998 (DPA).

In order to reduce the risks of DPA compliance and security breaches
where possible, anonymised data should be used.

Personal Data

The term ‘personal data’ refers to any data held as either manual or
electronic records, or records held by means of audio and/or visual
technology, about an individual who can be personally identified from
that data.

The term is further defined in the DPA as:

o Data relating to a living individual who can be identified from
those data;
or

o Any other information which is in the possession of, or is likely to

come into the possession of the data controller (person or
organisation collecting that information).

The DPA also defines certain classes of personal information as
‘sensitive data' where additional conditions must be met for that
information to be used and disclosed lawfully.

An individual may consider certain information about themselves to be
particularly private and may request other data items to be kept
especially confidential e.g. any use of a pseudonym where their true
identity needs to be withheld to protect them.

Anonymised Data

Organisations should ensure anonymised data, especially when
combined with other information from different agencies, does not
identify an individual, either directly or by summation.

Anonymised data about an individual can be shared without consent
(subject to certain restrictions regarding health/social care records), in
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6.1

6.1.1

6.1.2

6.1.3

6.1.4

6.1.5

6.1.6

6.1.7

a form where the identity of the individual cannot be recognised i.e.
when:

o Reference to any data item that could lead to an individual being
identified has been removed;
o The data cannot be combined with any data sources held by a

Partner to produce personal identifiable data.

Responsibilities when sharing information.

General

Each Compass System user organisations is responsible for ensuring
that their organisational and security measures protect the lawful use of
information shared under this Protocol.

Compass System user organisations will ensure a high level of security
for supplied information, personal or non-personal, and process the
information accordingly.

Compass System user organisations accept responsibility for
independently or jointly auditing compliance with the Information
Sharing Agreements in which they are involved within reasonable time-
scales.

Every Compass System user organisations should consider making it a
condition of employment that employees will abide by their rules and
policies in relation to the protection and use of confidential information.
This condition should be written into employment contracts and any
failure by an individual to follow the policy should be dealt with in
accordance with that organisation’s disciplinary procedures.

Every Compass System user organisation should ensure that their
contracts with external service providers include a condition that they
abide by their rules and policies in relation to the protection and use of
confidential information.

Compass System user organisations originally supplying the
information should be notified of any breach of confidentiality or
incident involving a risk or breach of the security of information.

Compass System user organisations should have a written policy for
retention and disposal of information.

Compass System user organisations must be aware that a data subject
may withdraw consent to processing (i.e. Section 10 DPA) of their
personal information. In this case, processing can only continue where

Compass System Users Data Sharing Protocol 7



6.1.8

6.2

6.2.1

6.2.3

6.2.4

6.2.5

6.2.6

6.2.7

6.2.8

an applicable Data Protection Act Schedule 2, and if relevant Schedule
3, purpose applies.

Where the Compass System user organisations rely on consent as the
condition for processing personal data then withdrawal means that the
condition for processing will no longer apply. Withdrawal of consent
should be communicated to Compass System user organisations and
processing cease as soon as possible.

Personal Data

Personal data should only be shared for a specific lawful purpose
or where appropriate consent has been obtained.

Staff should only be given access to personal data where there is a
legal right, in order for them to perform their duties in connection with
the services they are there to deliver.

This agreement does not give licence for unrestricted access to
information that other Compass System user organisations may hold. It
sets out the parameters for the safe and secure sharing of information
for a justifiable need to know purpose.

Each signatory organisation to a Compass System user Information
Sharing Agreement is responsible for ensuring all members of its staff
are aware and complies with the obligation to protect confidentiality
and a duty to disclose information only to those with a right to see it.

Each signatory organisation should ensure that any of its staff
accessing information under a Compass System user Information
Sharing Agreement is trained and fully aware of their responsibilities to
maintain the security and confidentiality of personal information.

Each signatory organisation should ensure that any of its staff
accessing information under a Compass System user Information
Sharing Agreement follows the procedures and standards that have
been agreed and incorporated within this Compass System user
Information Sharing Protocol and any associated Compass System
user Information Sharing Agreements.

Each Compass System user organisation will share information in
compliance with the principles set out at section 4 and any other
obligations detailed in both the Compass System user Information
Sharing Protocol and relevant Compass System user Information
Sharing Agreement.

Personal data shall not be transferred to a country or territory outside
the EEA without an adequate level of protection for the rights and
freedoms of the data subject in relation to the processing of personal
data.
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6.3

6.3.1

7.1

7.2

7.3

8.1

8.2

8.3

Non-Personal Data

Partner Organisations should not assume that non-personal
information is not sensitive and can be freely shared. This may not be
the case and the partner from whom the information originated should
be contacted before any further sharing takes place.

Restrictions on use of information shared

All shared information, personal or otherwise, must only be used for the
purpose(s) specified at the time of disclosure(s) as defined in the
relevant Information Sharing Agreement unless obliged under statute
or regulation, or under the instructions of a court or as agreed
elsewhere. Therefore any further uses made of this data will not be
lawful or covered by the Compass System user Information Sharing
Agreement.

Restrictions may also apply to any further use of non-personal
information, such as commercial sensitivity or prejudice to others
caused by the information’s release, and this should be considered
when considering secondary use for non-personal information. If in
doubt the information’s original owner should be consulted.

Additional Statutory restrictions apply to the disclosure of certain
information for example Criminal Records, HIV and AIDS, Assisted
Conception and Abortion, Child Protection etc. Information about these
will be included in the relevant Compass System user Information
Sharing Agreement.

Consent — Applies to personal data only

Consent is not the only means by which personal data can be
disclosed. Under the Data Protection Act 1998 in order to disclose
personal data at least one condition in schedule two must be met. In
order to disclose sensitive personal data at least one condition in both
schedules two and three must be met.

Where a Compass System user organisation has a statutory obligation
to disclose personal data then the consent of the data subject is not
required; but the data subject should be informed that such an
obligation exists.

If a Compass System user organisation decides not to disclose some
or all of the personal data, the requesting authority must be informed.
For example the Compass System user organisations may be relying
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8.4

8.5

8.6

9.1

10.

10.1

10.2

on a lawful exemption from disclosure or on the inability to obtain
consent from the data subject.

Consent has to be signified by some communication between the
organisation and the Data Subject. If the Data Subject does not
respond this cannot be assumed as implied consent. When using
sensitive data, written (explicit) consent must be obtained subject to
any existing exemptions. In such cases the data subject's consent
must be clear and cover items such as the specific details of
processing, the data to be processed and the purpose for processing.

If consent is used as a form of justification for disclosure, the data
subject must have the right to withdraw consent at any time.

Specific procedures will apply where the data subject is either not
considered able to give informed consent itself because of either the
data subject’s age (Gillick Competency) or where the data subject has
a condition which means the data subject does not have the capacity to
give informed consent. In these circumstances the relevant policy of
the Compass System user organisations should be referred to.

Indemnity

Each partner organisation will keep each of the other partners fully
indemnified against any and all costs, expenses and claims arising out
of any breach of this agreement and in particular, but without limitation,
the unauthorised or unlawful access, loss, theft, use, destruction or
disclosure by the offending Compass System user organisation or its
sub-contractors, employees, agents or any other person within the
control of the offending Compass System user organisation of any
personal data obtained in connection with this agreement.

Security

It is assumed that each Compass System user organisation has
achieved or will be working towards ISO 27001, the International
Standard for Information Security Management, compliance or a similar
level of compatible security. Compass System user organisations
should ensure that the minimum standards of security, that they
require, are agreed with Compass System user organisations with
whom their information will be shared and included in the CSISA. This
should take account of the security classification of the information.

It is accepted that not all Compass System user organisations will have
security classification in place.
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10.3

10.4

10.5

10.6

11.

111

11.2

11.3

114

Each Compass System user organisation signing this protocol and any
individual signing the confidentiality agreement agrees to adhere to the
agreed standards of security.

If there is a security breach in which information received from another
partner organisation under this Compass System user Information
Sharing Agreement is compromised, the originator will be notified at
the earliest opportunity via the Compass System Administrator.

Where a Compass System user organisation has regular, specific
security requirements, for example a corporate policy, either these or, if
available, a hypertext link to the protocol should be included. This
should help to avoid reviewing standards agreed previously when each
new Compass System user Information Sharing Agreement is set up.

Security requirements will not be included in individual Information
Sharing Agreements except where they are unique to that Agreement.
This will ensure requirements are kept current, as notified, and avoid
errors arising from having more than one copy of a Partner’s standard
requirements.

Information Quality

Information quality needs to be of a standard fit for the purpose
information is to be used for, including being complete, accurate and as
up to date as required for the purposes for which it is being shared.
Without this any decision made on the information may be flawed and
inappropriate actions may result. Compass System user organisations
are expected to ensure that the Personal Data and Sensitive Personal
Data that it holds is processed in accordance with DPA principles: this
includes ensuring that the Data is accurate, complete and up-to-date
and is not kept any longer than is necessary.

Where Compass System user organisations share information under
this Protocol it is expected that Compass System user organisations
will either have an Information Quality Strategy and the supporting
processes and procedures in place or be formally working towards this.

All Compass System user organisations are expected to give
undertakings that information meets a reasonable quality level for the
proposed purposes for which it is being shared and be able to evidence
this.

It is expected that all Compass System user organisations will have or

be working towards an organisational Information Quality Strategy. In

generating and maintaining this policy due regard should be paid to the
Information Quality Assurance Strategy.
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11.5 Audit

12.

12.1

12.2

12.3

13.

13.1

13.2

13.3

Where a Compass System user organisation requires the ability to
audit another Compass System user organisations Information Quality
standards, for example as part of a service delivery agreement in which
the Compass System user organisation undertaking the auditing is the
lead organisation for that service delivery agreement. This and the
obligations on the Compass System user organisations should be
identified in the service delivery agreement and the Compass System
user Information Sharing Agreement relevant to the sharing.

Training

All Compass System user organisations staff processing information
shared under this Protocol and its associated Compass System user
Information Sharing Agreement are expected to be trained to a level
that enables them to undertake their duties confidently, efficiently and
lawfully. This is an obligation on each Compass System user
organisation and responsibility for it cannot be assigned to another
organisation, although delivery of training can with that third party’s
consent.

To minimise the costs associated with training and to ensure that all
staff participating in activities based on information shared under a
specific Compass System user Information Sharing Agreement, it is
strongly advised that all Compass System user organisations
collaborate in the development and delivery of training. Obligations
and costs arising out of such collaborative working should be clearly
identified in the Compass System user Information Sharing Agreement.

For the avoidance of doubt, where collaborative training is not adopted
this should be stated in the Compass System user Information Sharing
Agreement.

Individual Responsibilities

Every individual working for the organisations registered as users of
the Compass Systems is personally responsible for the safekeeping of
any information they obtain, handle, use and disclose.

Every individual should know how to obtain, use and share information
they legitimately need to do their job.

Every individual has an obligation to request proof of identity, or takes
steps to validate the authorisation of another before disclosing any
information requested under this protocol and associated Compass
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135

14.

141

14.2

14.3

14.4

145

14.6

15.
15.1

15.2

System user Information Sharing Agreement.

Every individual should uphold the general principles of confidentiality,
follow the guide-lines set out in this Protocol and seek advice when
necessary.

Every individual should be aware that any violation of privacy or breach
of confidentiality is unlawful and a disciplinary matter that could lead to
their dismissal. Criminal proceedings might also be brought against
that individual.

General Principles

The principles outlined in this protocol are recommended good
standards of practice or legal requirements that should be adhered to
by all Compass System user organisations.

This protocol sets the core standards applicable to all Compass
System user organisations and should form the basis of all Information
Sharing Agreements established to secure the flow of personal
information.

This protocol should be used in conjunction with local service level
agreements, contracts or any other formal agreements that exist
between the Compass System user organisations.

All parties signed up to this protocol are responsible for ensuring that
organisational measures are in place to protect the security and
integrity of personal information and that their staff are properly trained
to understand their responsibilities and comply with the law.

This protocol has been written to set out clear and consistent principles
that satisfy the requirements of the law that all staff must follow when
using and sharing personal information.

The specific purpose for use and sharing information will be defined in
the Compass System user Information Sharing Agreements that will be
specific to the Compass System user organisations sharing
information.

Review arrangements
This overarching agreement will be formally reviewed annually.
Any of the signatories can request an extraordinary review at any time

where a joint discussion or decision is necessary to address local
service developments.
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15.3 An up to date copy of this Compass System user Information Sharing
Protocol will be available electronically to download from the Compass
online system.

Protocol signatories

Signed on behalf of the system user organisation:

Authorised signatory........... oo Date.........coeveinnni.

Signed on behalf of the System Admin:

Authorised signatory...........ccoooiiiiiiiiii Date.......coovveennnnin.
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